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ABBREVIATIONS AND ACRONYMS 

CPDs 	 Continuous Professional Development 
ICT	 Information and Communication Technology 
ICTA	 Information and Communication Technology Authority
IEC	 The International Electrotechnical Commission
ISO	 International organization for Standardization 
PCY	 Policy
SOP	 Procedure 

1.0  PURPOSE OF THE CERTIFICATION SCHEME

The ICT Authority Certification Body provides certification services to validate the competence, knowledge, 
and skills of persons working in the Information and Communication Technology (ICT) field in the public 
sector. 
The certification scheme ensures that certified persons meet internationally recognized standards and 
are equipped to perform their roles effectively in a rapidly evolving ICT industry.

2.0  SCOPE OF CERTIFICATION
This certification scheme encompasses four (4) categories of certification namely: ICT Technician; ICT 
Graduate; ICT Practitioner; and ICT Professional. 

CATEGORIES DESCRIPTION

ICT Technician To support installation, configuration, and maintenance of ICT systems 
and networks. This includes tasks such as hardware installation, network 
configuration, and basic troubleshooting.

ICT Graduate To support professionals, and practitioners in deployment and management of 
Digital Infrastructure and services.

ICT Professional To lead design, deployment and management of Digital Infrastructure and 
services in compliance standards, legal and regulatory framework.

ICT Practitioner To provide technical services in deployment and management of Digital 
Infrastructure and services.
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Job and Task Description

JOB TASK DESCRIPTION

ICT Technician •	 Hardware installation, preventive maintenance and repairs: Setting up and 
configuring computer systems and peripherals.

•	 Software installations and upgrade
•	 Network configuration: Establishing and maintaining network connections.
•	 Basic troubleshooting and resolving common technical issues
•	 Provide user support in access and use of system and applications 

ICT Graduate •	 Maintaining support systems and training of users; 
•	 Maintaining of Information Communication Technology equipment and 

associated peripherals; 
•	 Maintaining data protection system; 
•	 Installing and supporting servers; 
•	 Installing and deployment of relevant hardware and software; 
•	 Providing user support and training users; and 
•	 Performing technical, systems and user documentation

ICT Professional •	 Developing hardware and software specifications; 
•	 Developing and implementing ICT systems; 
•	 Undertaking upgrading of software; 
•	 Updating and keeping inventory on Information Communication Technology 

activities; 
•	 Designing, recommending and evaluating systems; 
•	 Implementing, maintaining and documenting standards of systems; 
•	 Maintaining support systems and training of users; and 
•	 Repairing and maintaining of Information Communication Technology 

equipment and associated peripherals.

ICT Practitioner •	 Coding, testing and implementing computer programs and providing user 
support; 

•	 Maintaining support systems; 
•	 Maintaining of Information Communication Technology equipment and 

associated peripherals; 
•	 Maintaining data protection system; 
•	 Installing and supporting servers; 
•	 Installing and deployment of relevant hardware and software; 
•	 Providing user support and training users; and 
•	 Performing technical, systems and user documentation.
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Required Competencies and Abilities

JOB TASK DESCRIPTION

ICT Technician •	 Handling ICT equipment.
•	 Understanding network protocols.
•	 Performing routine maintenance.
•	 Troubleshooting Skills
•	 Customer Service Skills

ICT Graduate •	 Good written and oral communication skills; 
•	 Good interpersonal skills 
•	 Proven analytical and problem-solving abilities. 
•	 Problem-Solving Skills
•	 Ability to conduct research into enterprise networking issues and products 

as required 
•	 Ability to effectively prioritize tasks in a high-pressure environment Strong 

customer service orientation 
•	 Experience working in a team-oriented, collaborative environment

ICT Professional •	 Management experience in leading and developing an ICT support team 
•	 Planning and innovative Analytical skills;
•	 Able to evaluate information and situations and take sound decisions 
•	 Project management skills and 
•	 Organizational and analytical skills 

ICT Practitioner •	 Good written and oral communication skills; good interpersonal skills
•	 Ability to conduct research into enterprise networking issues and products 

as required 
•	 Proven analytical and problem-solving abilities. 
•	 Ability to effectively prioritize tasks in a high-pressure environment 
•	 Strong customer service orientation 
•	 Experience working in a team-oriented, collaborative environment

3.0  CODE OF CONDUCT 

Every certified person shall sign an agreement with ICTA for the following reasons:
(i)	 To comply with the relevant provisions of the certification scheme;
(ii)	 To make claims regarding certification only with respect to the scope for which certification has  
               been granted;
(iii)	 Not to use the certification in such a manner as to bring the ICTA into disrepute, and not to  
               make any statement regarding the certification which the certification body considers  
               misleading or unauthorized; 
(iv)	 to discontinue the use of all claims to certification that contain any reference to the ICTA or  
               certification upon suspension or withdrawal of certification, and to return any certificates issued  
               by the ICTA; 
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4.0  CERTIFICATION PROCESS 

According to ISO/IEC 17024, clause 8.3, this certification scheme consists of the following processes: 
•	 Initial certification and recertification; 
•	 Assessment methods; 
•	 Surveillance methods and criteria;
•	 Criteria for suspending; 
•	 Criteria for changing he scope or level of certification. 

Criteria for initial certification and recertification
(i)	 Certification and recertification shall be awarded following a successful assessment on the basis  
               of criteria defined.

Criteria for Certification and Recertification

CERTIFICATION RECERTIFICATION

ICT Technician •	 Diploma in ICT or related field from a 
recognized institution 

•	 At least 2 years of relevant work experience 
in ICT 

15 CPDs in 3 years

ICT Graduate •	 Bachelor’s degree in ICT or related field 
from a recognized institution

30 CPDs in 3 years

ICT Professional •	 Bachelor’s degree in ICT or related field 
from a recognized institution 

•	 Professional Certificate in the specific area 
from recognized institution 

•	 At least 2 years of relevant work experience

90 CPDs in 3 years

ICT Practitioner •	 At least 2 years of experience practicing 
ICT either through employment or private 
engagement.

90 CPDs in 3 years

(ii)	 ICTA shall retain documented information of certified persons
(iii)	 ICTA shall send renewal reminders for reassessment 3 months to expiry of certificate.  
(iv)	 Recertification shall be undertaken every 3 years upon verification of the required CPD points and  
               continued adherence to code of conduct.



CERTIFICATION SCHEME Reference No. F-0

The ICT Authority is a State Corporation under the State Corporations Act 446 The ICT Authority is a State Corporation under the State Corporations Act 446
www.icta.go.ke www.icta.go.ke

9

5.0  APPLICATION PROCESS 

(i)	 Applications shall be submitted through an online portal – https://professionals.icta.go.ke
(ii)	 Applications shall be accompanied by all the necessary documentary evidence for review 
 
Assessment methods
(i)	 Assessment for eligibility shall be a 3-stage process: 
•	 preliminary review to confirm completeness of the application and 
•	 Check suitability for the category applied for and recommend for certification; 
•	 Review and approval 

(ii)	 ICTA shall undertake assessment through cross-referencing the applicants’ qualifications and  
               competencies with skills and competencies as provided in ICT human capital Development  
               standard.  

Decision on Certification 
(i)	 Director Programmes and Standards shall be responsible for certification decisions
(ii)	 ICTA shall issue a certificate to all person(s) who meet certification requirements in respective  
               categories.
(iii)	 The certificate shall be designed to reduce the risks of counterfeiting.
(iv)	 The certification body shall maintain sole ownership of the certificates.

Criteria for suspending and withdrawing certification
(i)	 Any person(s) found to have acted in a manner contrary to the certification requirements,  
               certification shall be suspended or withdrawn.
(ii)	 For suspended persons(s), the certificate may be reinstated or withdrawn upon re-assessment. 
(iii)	 ICTA shall maintain a publicly available register of suspended on withdrawn certificates.

Criteria for changing the scope or level of certification
(i)	 ICTA reserves the right to change the scope of the certification from time to time.
(ii)	 Any certified person(s) who requires a higher category, the application process shall be invoked 
(iii)	 In case of scheme changes, certifications remain valid until re-assessment, unless certification  
               is revoked due to other reasons 
(iv)	 In case of significant changes in the certification scheme, communication shall be relayed  
               certified persons and other stakeholders. 

Recertification Process
(i)	 ICTA shall recertify persons in accordance with recertification procedure 
(ii)	 In accordance with the certification scheme, recertification by the ICTA shall consider  
               professional development (CPD);

Use of Certificates
Certificates issued to certified persons shall only be used as defined by the code conduct.

Appeals and Complaints 
(i)	 Complaints and appeals related to certification scheme shall be handled in accordance with the  
               respective (ICTA/SOP/xxx).
(ii)	 The mentioned procedure is publicly accessible on ICTA’s website.
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